realtinvoice
PRIVACY POLICY
1. Introduction
RealtInvoice LLC ("RealtInvoice", "we", "us" or "our") is a company [incorporated / proposed to be incorporated] in Abu Dhabi Global Market ("ADGM"), United Arab Emirates.
This Privacy Policy explains how we collect, use, disclose, store and protect personal data in connection with our website, mobile application, investor portal and related services (collectively, the "Platform").
This Privacy Policy applies to visitors, prospective and registered investors, representatives and contact persons of real estate agencies and developers, and other individuals whose personal data we process in connection with our business.
We are committed to protecting personal data in accordance with the ADGM Data Protection Regulations 2021, as amended ("DPR 2021"), and other applicable legal and regulatory requirements.
For the purposes of DPR 2021, RealtInvoice is generally the Data Controller of personal data processed for its own business purposes.
Data Controller: RealtInvoice LLC
Registered Address: [Registered Address, ADGM, Abu Dhabi, UAE]
Privacy Contact: [Privacy Contact Email]
Telephone: [Confirmed Telephone Number]
2. Personal Data We Collect
Depending on your relationship with us, we may collect the following categories of personal data.
2.1 Identity and Contact Information
Full name, date and place of birth;
Nationality, citizenship and country of residence;
Passport, Emirates ID or other identification details;
Residential and correspondence addresses;
Email address and telephone number;
Identity verification photographs or related verification results, where required.
2.2 Employment and Financial Information
Employer, occupation, job title and professional background;
Annual income range;
Information concerning assets, liabilities and financial position;
Source of Funds and Source of Wealth information;
Professional qualifications, financial knowledge and investment experience;
Information and supporting documents required to assess Professional Client eligibility.
2.3 Banking and Transaction Information
Bank name, account holder name, IBAN, SWIFT/BIC and other relevant banking details;
Information concerning investment commitments and financed transactions;
Funding and settlement confirmations received from the independent settlement provider;
Investment amounts, transaction dates, accrued returns, distributions and transaction history.
We do not require or store customers' online banking passwords.
2.4 Compliance and Risk Information
Know Your Customer ("KYC") and Customer Due Diligence ("CDD") information;
Anti-Money Laundering and Counter-Terrorist Financing ("AML/CFT") verification results;
Sanctions, Politically Exposed Person ("PEP") and adverse media screening results;
Customer risk classifications, compliance assessments and related records;
Information required to investigate suspected fraud, financial crime or breaches of applicable requirements.
2.5 Technical and Usage Information
IP address, device identifiers and browser information;
Operating system and application version;
Login records, authentication events and security logs;
Platform activity, transaction confirmations and audit trails;
Cookie identifiers and website usage information, where applicable.
2.6 Communications
We may retain correspondence, customer support requests, complaints, feedback and records of communications with our personnel.
Where calls are recorded, we will provide appropriate notice.
3. Sources of Personal Data
We may obtain personal data:
Directly from you during registration, onboarding or subsequent communications;
Through your use of the Platform;
From identity verification and KYC service providers;
From sanctions screening and fraud prevention providers;
From our independent settlement provider;
From publicly available records and lawful third-party information sources;
From real estate agencies, developers or their authorised representatives, where relevant to our services;
From regulatory authorities and other competent bodies where legally permitted or required.
Where we receive personal data from a third party, we will process it in accordance with applicable law.
4. Purposes and Lawful Bases for Processing
We process personal data only where we have an appropriate lawful basis under DPR 2021.
	Purpose
	Principal Lawful Basis

	Creating and administering user accounts
	Performance of a contract or steps prior to entering into a contract

	Conducting investor onboarding and Professional Client classification
	Compliance with legal obligations and steps required to provide services

	Performing KYC, AML/CFT, sanctions screening and ongoing monitoring
	Compliance with legal obligations

	Recording investment commitments and administering Platform transactions
	Performance of a contract

	Coordinating with the independent settlement provider
	Performance of a contract and, where applicable, legal obligations

	Preventing fraud and protecting the Platform
	Legitimate interests and legal obligations, as applicable

	Responding to customer enquiries and complaints
	Contractual obligations, legitimate interests or legal obligations

	Maintaining records and supporting regulatory reporting
	Compliance with legal obligations

	Improving Platform performance and security
	Legitimate interests, subject to applicable safeguards

	Sending optional promotional communications
	Consent or another lawful basis where permitted by applicable law


Where we rely on legitimate interests, we will assess those interests against the rights and freedoms of the individuals concerned.
Where processing requires consent, we will obtain it in an appropriate manner. Consent may be withdrawn at any time, without affecting processing lawfully undertaken before withdrawal.
We do not rely on general acceptance of this Privacy Policy as consent for all processing activities.
5. Investor Eligibility and Professional Client Assessment
The Platform is intended to provide investment-related services only to investors who satisfy the applicable Professional Client requirements.
We may collect and evaluate information concerning your financial position, Qualifying Net Assets, professional experience, investment knowledge and understanding of relevant risks.
Our assessment may include questionnaires, documentary evidence and review by authorised personnel.
Automated calculations and screening tools may support this process. However, decisions materially affecting investor eligibility will be subject to appropriate human oversight.
We may request updated information during onboarding, at periodic reviews and when material changes occur.
6. Sharing Personal Data
We may share personal data with the following recipients where necessary and lawful:
6.1 Independent Settlement Provider
We may provide identity, account, transaction and banking information to the independent provider responsible for the receipt, safeguarding and transfer of client funds.
The provider may process certain personal data as an independent Data Controller under its own applicable privacy arrangements.
6.2 Technology and Hosting Providers
We may share personal data with external software development, IT support and cloud hosting and infrastructure service providers, subject to appropriate contractual and security safeguards.
6.3 Verification and Compliance Providers
We may share relevant information with identity verification, sanctions screening, AML/CFT and fraud prevention providers.
6.4 Professional Advisers
We may disclose information to legal advisers, auditors, accountants and other professional advisers subject to applicable confidentiality obligations.
6.5 Transaction Counterparties
Where necessary to establish, administer or enforce a financing transaction, relevant information may be disclosed to authorised transaction counterparties in accordance with applicable agreements and law.
We will limit such disclosures to information reasonably necessary for the relevant purpose.
6.6 Regulators and Public Authorities
We may disclose personal data to the ADGM Financial Services Regulatory Authority ("FSRA"), the ADGM Registration Authority, law enforcement authorities, courts, financial intelligence authorities and other competent bodies where required or permitted by law.
We do not sell personal data to advertisers or data brokers.
7. International Transfers of Personal Data
Our Platform infrastructure is planned to be hosted in the United Arab Emirates.
However, personal data may be accessed or processed outside ADGM through external technical support and other service providers.
Where a transfer is subject to the international transfer restrictions under DPR 2021, we will ensure that an appropriate transfer mechanism is in place before the transfer occurs.
Depending on the circumstances, this may include an applicable adequacy decision, appropriate contractual safeguards such as ADGM Standard Contractual Clauses, or another legally permitted mechanism.
We will implement appropriate contractual, organisational and technical measures to protect personal data transferred or accessed internationally.
8. Data Security
We will implement technical and organisational security measures appropriate to the nature and sensitivity of the personal data we process.
These measures are intended to include:
Encryption of sensitive data in transit and at rest;
Role-based access controls and least-privilege access;
Multi-factor authentication and secure account access;
Security logging and monitoring;
Segregation of production and development environments;
Vulnerability management and security testing;
Secure backups and business continuity arrangements;
Confidentiality and security obligations for personnel and service providers;
Incident response and recovery procedures.
No information system can be guaranteed to be completely secure. We will take reasonable and proportionate steps to manage relevant risks and respond to incidents.
9. Data Retention
We retain personal data for as long as necessary for the purposes for which it was collected, including to fulfil contractual, legal, regulatory, accounting and recordkeeping obligations.
KYC/CDD and transaction-related records will be retained for the periods required by applicable AML and financial services rules.
Where a legal obligation requires retention, we may retain relevant records after an account has been closed or a transaction has been completed.
When personal data is no longer required, it will be securely deleted or anonymised, subject to applicable retention requirements.
Specific retention periods will be maintained in our internal records retention schedule.
10. Your Data Protection Rights
Subject to applicable legal conditions and exceptions, you may have the right to:
Be informed about the processing of your personal data;
Request access to personal data held about you;
Request correction of inaccurate or incomplete information;
Request erasure of personal data in appropriate circumstances;
Request restriction of certain processing activities;
Object to processing based on legitimate interests or for direct marketing;
Request data portability where applicable;
Withdraw consent where processing is based on consent;
Exercise rights relating to certain solely automated decisions;
Lodge a complaint with the ADGM Commissioner of Data Protection.
To exercise your rights, please contact: Email: [Privacy Contact Email]
We may request reasonable information to verify your identity before responding.
Certain requests may be restricted where we are required to retain or process information under AML, financial services or other applicable laws.
11. Cookies and Similar Technologies
We may use cookies and similar technologies to operate the Platform, maintain secure sessions, remember user preferences and understand Platform performance.
Essential cookies may be necessary for the Platform to function securely.
Where required by applicable law, we will obtain consent before using non-essential cookies or similar tracking technologies.
Further details of the cookies actually deployed, their purposes and retention periods will be made available through the Platform's cookie information or consent management interface.
12. Marketing Communications
We may send you service-related notifications, including security alerts, transaction updates, regulatory notices and information necessary to administer your account.
Where permitted by applicable law, we may also send optional promotional communications.
You may opt out of promotional communications at any time using the unsubscribe mechanism provided or by contacting us.
Opting out of marketing does not prevent us from sending necessary operational, security or regulatory communications.
13. Accuracy and Updating of Information
You are responsible for providing accurate and complete information and informing us of material changes.
We may request periodic confirmation or updated documentation to meet our legal and regulatory obligations.
Certain changes, including changes to identity information and bank account details, may require additional verification before taking effect.
14. Third-Party Websites and Services
The Platform may contain links to third-party websites or services.
We are not responsible for the privacy practices of third parties acting independently of RealtInvoice.
We encourage you to review the privacy notices of any third-party services you use.
15. Changes to This Privacy Policy
We may update this Privacy Policy to reflect changes in our services, technology, legal obligations or data processing activities.
The updated version will be published on the Platform with a revised effective date.
Where required by applicable law, we will provide additional notice or obtain consent before implementing material changes.
16. Contact and Complaints
For questions, requests or complaints relating to personal data, please contact:
RealtInvoice LLC
Address: [Registered Address, ADGM, Abu Dhabi, UAE]
Email: [Privacy Contact Email]
Telephone: [Confirmed Telephone Number]
You may also contact the ADGM Office of Data Protection or lodge a complaint with the ADGM Commissioner of Data Protection in accordance with the applicable procedures.

